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Windows Drivers Reverse Engineering
Methodology

Posted by: voidsec Post Date: January 20, 2022

Reading Time: 24 minutes

With this blog post I'd like to sum up my year-long Windows Drivers research;
share and detail my own methodology for reverse engineering (WDM) Windows
drivers, finding some possible vulnerable code paths as well as understanding
their exploitability. I've tried to make it as “noob-friendly” as possible, documenting
all the steps | usually perform during my research and including a bonus exercise
for the readers.
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HEVD

HackSys Extreme Vulnerable Driver

Popular repositories
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O} X|O = F
HackSysExtremeVulnerableDriver O:'E17 |-X| E._l' T| TOo= EO M?:I
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1-day

CVE-2023-20598

AMDZ1

RYZe=N

AMD Radeon™ Z12{E EZ}0|H{0{| A
Arbitrary WriteQ 2 Ql&}| 2tAist | PE

HEAH S}

= O

—

PS C:\Users\gongaje\Desktop> whoami
lee\gongaje
Users\gongaje\Deskto \CVE-2023-20598.exe 120u8

Image base: FFFFF8075B200000

Image name: ntoskrnl.exe

Image Full Path: \SystemRoot\system32\ntoskrnl.exe
Image 1047000

[+] SYSTEM EPROCES exffffe60clazboouye

[+] Target EPROCESS: Oxffffe60c210130c0

[+] SYSTEM Token value: Oxffffc30bS5e65F930
[+] Current Token value: Oxffffc30b6c39406c
Exploit Complete~!!~l~l~

PS _C:\Users\gongaje\Desktop> whoami
nt authority\system
PS C:\Users\gongaje\Desktop>

CVE-2024-35250
am Vindows
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£¥ Windows PowerShell X +

PS Microsoft.PowerShell.Core\FileSystem::\\vmware-host\Shared Folders\repos\KS\x64\Debug> .\KS.exe
[+] KS device handle value = 00000OAOAOOOO1BC

[+] Current process TOKEN address = ffffbe86d157a066

[+] ntoskrnl.exe base address = fffff80U6e200000

[+] Fake RTL_BITMAP allocated at address = 0000000010000000

[!] RtlSetAllBits kernel address = FFFFF8OUGEUFS5F70

[-] SendIoctlReq failed

PS Microsoft.PowerShell.Core\FileSystem::\\vmware-host\Shared Folders\repos\KS\x64\Debug>
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B PR Windows PowerShell X ek

PS C:\Users\lee\Desktop> .\ = .exe .. . d

[+] Got handle to the driver .. W'n OWS 11
[+] Successfully read MSR LSTAR value: Oxfffff8068fu861u0
[+] Kernel base at Oxfffff8068eeb0OOO

Microsoft Windows

[*] POP RCX gadget at Oxfffff8068f0bue27 H{F 24H2(0S ¥ C 26100.1742)
[*] MoV CRU, RCX gadget at Oxfffff8068f27f027 © Microsoft Corporation. All rights reserved.
[*] SYSRET gadget at @xfffffse68fo79elc ' , Windows 11 Pro 23 Al L 31 ASRt SIEIHO|AE O3, (il
[*] Overwriting the syscall handler and running the rop chain Et O3 LI2I0JA AEA U SS9 S0|HY S22 XX HAA0 o5
[+] we should have SYSTEM now! HS-
Microsoft Windows [Version 10.6.26100.1742]
(c) Microsoft Corporation. All rights reserved.

ol & HALS Z740] 3} 012 AR AT} A
C:\Windows\System32>whoami %E‘l'
nt authority\system _::_En o=

C:\Windows\System32>|

ro

Jiob

Arbitrary Write LPE

BY 2|t Windows PowerShell X qp| | A MSR R d W -t LPE
[0x00000000000000DF] IOCTL success! ea / rl e
[0x00000000000000EQ] IOCTL success!

[0x00000000000000E1] IOCTL success!

[6x00000000000000E2] IOCTL success!
[0x00000000000000E3] IOCTL success!
[6x00000000000000E4] IOCTL success!
[6x00000000000000E5] IOCTL success!
[0x00000000000000E6] IOCTL success!
[6x00000000000000E7] IOCTL success!
[0x00000000000000E8] IOCTL success!

[0x00000000000000E9] IOCTL success! == Windows 11

[0x00000000000000EA] IOCTL success!

[0x00600000000000EB] IOCTL success!

[0x0000000000000GEC] IOCTL success!

[0x00000000000000ED] IOCTL success! Microsoft Windows

[6x00000000000000EE] IOCTL success! i BT 23H2(05 WE 22631.5335) ol

[0x0000000000000OEF] IOCTL success! © Microsoft Corporation. All rights reserved. ° o

[6x00000000000000F0] IOCTL success!

[0x00000000000000F1] IOCTL success! Windows 11 Pro 2 #/T| % 4= ARt SIE|T0| AL 0|3, Chetala
[6x00000000000000F2] IOCTL success! 9l 7|E} Of2] Litoj A AEA 2 28 SO0|7Lt SSE X|F KA 9f
[0x00000000000000F3] IOCTL success! of 2z ELch

[0x00000000000000F4] IOCTL success!

[0x00000000000000F5] IOCTL success!

[0x00000000000000F6] IOCTL success!

[0x00000000000000F7] IOCTL success!

[0x00000000000000F8] IOCTL success! O] X E-2 Microsoft £2ZE|0f Arg Z=210|| w2t ChE AHSAR7L
[0x00000000000000F9] IOCTL success! A8 + ASLICH

[0x00000000000000FA] IOCTL success! KMG
[0x00000000000000FB] IOCTL success!

[0x00000000000000FC] IOCTL success!

[0x00000000000000FD] IOCTL success!

[0x00000000000000FE] IOCTL success!

[0x00000000000000FF] IOCTL success!

[+] PriviousMode Success

[+] Token OverWrite...

[+] Repare PREVIOUSMODE...

Microsoft Windows [Version 10.0.22631.5335]

(c) Microsoft Corporation. ALl rights reserved.

C:\Users\KMG\Desktop>whoami
n a 1 e
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STEP 01
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STEP 02 o QR oo
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E2jo|H AH ‘ ————

¢-4524-2e4b-b920- 3dcaBd4 1 Ted 1 jWamdbawitdibus sys

2% 3= =

oW TompWd1161£25-0721-5347 26-7T74204d09d5 H4Wsilabser sys

STEP 03

27 RS2}

toreWFileRepositoryWsial 64 3 S Odb W XG4 Wsilabser sys
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EREREIER
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1. Kernel Driver

STEP 01

x| El E2t0[H AE

STEP 02
s EE
Eajoj 4’2

STEP 03

27 RS2}

STEP 04

Mg 47 21t

STEP 05

S Al

Target Collection Process

STEP 02

<) DriverView

File
2

Edit View Options Help
a A

Driver Name Address End A... Index File Type Description Version
@ dump_dumps..J FFFFF8... FFFFF8.. 0x000.. 2 152 Unknown

@ dump_stomv... | FFFFF8... FFFFF8.. 0x000.. 1 153 Unknown

@ dump_dumpf... | FFFFF8.. FFFFF8.. 0x000.. 1 154 Unknown

® vsock.sys FFFFF8.. FFFFF8.. 0x000.. 1 43 System Driver VMware vSockets Service 9.8.22.0
@ vmrawdsk.sys JFFFFF8.. FFFFF8.. 0x000.. 1 77 System Driver VMware Raw Disk Helper Driver 1.1.80

@® vmmouse.sys |FFFFF8.. FFFFF8.. 0x000.. 1 m System Driver VMware Pointing PS/2 Device Driver 12.5.14.0
® ym3dmp_loa... | FFFFF8... FFFFF8.. 0x000.. 1 113 Display Driver VMware SVGA 3D Miniport Loader 91789
@ ym3dmp.sys FFFFF8.. FFFFF8.. 0x000.. 1 114 Display Driver VMware SVGA 3D Miniport 9.17.89
® ymusbmouse... | FFFFF8... FFFFF8.. 0x000.. 1 150 System Driver VMware Pointing USB Device Driver 12.5.140
@ ymmemctl.sys §FFFFF8.. FFFFF8.. 0x000.. 1 174 System Driver VMware server memory controller 7.5.9.0

@ vmhgfs.sys FFFFF8.. FFFFF8.. 0x000.. 1 183 System Driver VMware HGFS File System Driver 11.047.0
@ efm-npf.sys FFFFF8.. FFFFF8.. 0x000.. 1 185 System Driver npf.sys (NT5/6 AMD64) Kemnel Driver 4.1.0.1753
@ vmci.sys FFFFF8.. FFFFF8.. 0x000.. 1 186 System Driver VMware PClI VMCI Bus Device 9.8.30.0

Driver Name 41

13 item(s)

DriverView

SW AX| Sl Ml A| XH5 O Z 2EE[= KERNEL Driver B4




1. Kernel Driver arget Collection Process

STEP O3

STEP 01
HX|El ECLO|H AE

EY 2 AL: Windows PowerShell

STEP 02
s 2E
Sato|t Al

[COPIED] C:\Program Files\Tablet\amd64\ftdibus.sys -> \\vmware-host\Shared Folders\Desktop\D

rivers\Wacom\ftdibus.sys

[COPIED] C:\Program Files\Tablet\amdé6d\ftser2k.sys -> \\vmware-host\Shared Folders\Desktop\D

rivers\Wacom\ftser2k.sys

[COPIED] C:\Program Files\Tablet\x64\silabser.sys -> \\vmware-host\Shared Folders\Desktop\Dr

ivers\Wacom\silabser.sys

STEP 03 [COPIED] C:\Windows\SoftwareDistribution\Download\Install\vmci.sys -> \\vmware-host\Shared F
- olders\Desktop\Drivers\Wacom\vmci.sys

=& XS2t : :

AJEIE Z 70 oY EA 28 » \\vmware-host\Shared Folders\Desktop\Drivers\Wacom

PS C:\Users\KMG\Desktop>
Hols Z2E ECO|H ot A

STEP 04

EREREIER

STEP 05

S Al
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Target Collection Process
STEP 04

STEP 01

x| El E2t0[H AE

STEP 02
s 2E
Cato|i Al

STEP 03

27 RS2}

SALE Sato|r &9l 7t

STEP 04

gxE 2 g

STEP 05
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1. Kernel Driver

Target Collection Process
STEP 05

STEP 01

x| El E2t0[H AE

STEP 02
s 2E
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27 RS2}

STEP 04
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2. Named Pipe

STEP 01

2O EL0] Service
gtol

STEP 02
Named Pipe

Ay
STEP 03
Named Pipe
Het =20l

STEP 04

Named Pipe 22

AP| ol

STEP 05

S Al

svchostexe
[@)svchostexe
[@)svchostexe
[@)svchostexe
[m]svchostexe
[@)svchostexe
-svchost.exe

(W]

3} fontdrvhost exe
winlogon,exe
@fontdrvhostexe
[@]dwm,exe

Target Collection
STEP 01

ystem
System
System
System
System
System
System
System

|System
ystel
AppContainer
System
AppContainer
System

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

MX|=l AT

Process ExplorerE &dif System Heto = AAE[= AH[A 20

3.46
415

8,080 K
1,820 K
2,348 K
4,244 K

105,880 K

180,536 K

63 K

2,000 K
3,608 K
3,004 K
2,664 K
13,016 K
7,108 K

8,980 K

12,344 K
872K
3,468 K
6,576 K
112,568 K
208,788 K

E2J|0{2] System Servic

0380 Host Process for Windo..,
6596 Host Process for Windo...
3756 Host Process for Windo,,,
10632 Host Process for Windo,,,
5600 Host Process for Windo,,,
9636 Host Process for Windo,,,
10644 Host Process for Windo,.,

2872
Cor Ty
760 Local Security Authorit
916 Usermode Font Driver H,,,

668 Windows 212 28 &,
908 Usermode Font Driver H,,,

1084 G238 & 22N

C:¥Windows#,,,
C:¥Windows¥,.,
C:#WWindowsW,,,
C:#WindowsW,,,
C:¥WWindowsW,,,
C:#Windows%¥,,,
C:¥WWindowsW,.,

“fontdrvhostex,.,
winlogon.exe
“fontdrvhostex,.,
“dwm,exe”



2. Named Pipe

Target Collection P

STEP 02
@) System i L
W Handles [%) DLLs [5 Threads

Fa

Type Name

File WheviceWNamedPipeWem 7

STEP 02 File WheviceWNamedPipet mr mmm

g File WheviceWNamedPipe®im »
Named Pipe File WheviceWNamedPipefteu =
Al File WDeviceWNamedPipe®:
= File WhevicewNamedPipeWe woms w = 1w
File WheviceWNamedPipe®e o w0 =
File T E YIRS T R P By "
File WheviceWNamedPipet®: E =

File WheviceWNamedPipe®: u
File WheviceWNamedPipet# e q
File WheviceWNamedPipe®¥: u m

File WheviceWNamedPipe'W® Il PN N
File WheviceWNamedPipe®# u u
——

]

|

STEP 01

2T EQ Service
gtol

STEP 03
Named Pipe

Hst 2ol

File WheviceWNamedPipet®:

File WDeviceWNamedPipe®: wm

File WheviceWNamedPipeW:

File WheviceWNamedPipe®: m «  mn

STEP 04
Named Pipe 2

AP| ol

Named Pipe name A&
STEP 05

S Al

SHE ME|A 2] Handlest| Al Named Pipe A&



STEP 03

Named Pipe
A3t gol

PS C:\Users\lee\Desktop\SysinternalsSuite> .\accesschk.exe '\Pipe)

Accesschk v6.15 - Reports effective permissions for securable objects
Copyright (C) 2006-2022 Mark Russinovich
Sysinternals - www.sysinternals.com

\\. \Pipe\ sumbumlins" sl s
'RW Everyone|
"RW BUILTIN\Administrators

PS C:\Users\lee\Desktop\SysinternalsSuite>

29



2. Named Pipe Target Collection P

STEP 04

STEP 01 _ _
AIE2|0{ Service Addgrfss Ordinal Name Library
sto| v KERNEL3?
= b= 0000 7FFBE52C5 - CreateNamedPipeA KERNEL3?Z
b= 0000 /FFE52C5 - DisconnectNamedPipe KERNEL3?
STEP 02 00007FFE52C5-- ConnectNamedPipe KERNEL32
=) 00007FFB52C5 - ImpersonateNamedPipeClient ADVAPI32

Al

STEP 03

Named Pipe
st =ho]

—_ = L

STEP 04
Named Pipe 221
API £l0l

* namedPipe

CreateNamedPipe,
ConnectNamedPipe API

STEP 05

2N AR " n
oiie MH| AL HIO|H2|& =010

Named Pipe &= API7t Q=X =40l



2. Named Pipe

STEP 01
AT EZ|0] Service
glol

STEP 02
Named Pipe

Al

STEP 03
Named Pipe

Hst 2ol

STEP 04
Named Pipe 2
API 2tQl

STEP 05

S Al

Target Collection P

STEP 05

if
{
while ( 1)
{
NumberOfBytesRead = 9;
memset(Buffer, @, ©xAQ98u);
if ( !'ReadFile(lpThreadParameter[1], Buffer, ©xA@98u, &NumberOfBytesRead, @) || !NumberOfBytesRead )
break;
if ( !'(unsigned int)sub_7FF652C2F7EQ(( _int64)*1pThreadParameter, (__int64)Buffer, lpThreadParameter[l]ﬂ
|| *((_ DWORD *)*1pThreadrarameter ¥ 24) )

Tv1[24]

{
goto LABEL_18;
¥

}
(*(void (__fastcall **)( QWORD, QWORD, const char *))(**((_QWORD **)*1pThreadParameter + 29) + 8LL))(

*((_QWORD *)*1pThreadParameter + 29),
9,
"Read File - Failed");

A A|Z}

Named Pipel| 7| &4
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Analyze Process
STEP 01

Driver Buddy Reloaded Auto-analysis

[+] “DriverEntry’ found at: ©x00015008 L — 1. DriverEntry Address
[>] Searching for "Device Names ...
- \DosDevices\WinRing® 1 2 @
- \Device\WinRing® 1 2 ©
[>] Searching for "Pooltags’...
[>] Searching for interesting opcodes...
- Found rdpmc in sub_114D0 at 0x000114d2
- Found wrmsr in sub_1149C at @x000114ac
- Found rdmsr in sub 11468 at Ox0001146a

—_— 2. Device & SymbolicLink Name

Possible “DispatchDeviceControl®™ at 9x000110d8
Based off basic CFG analysis, potential dispatch functions are:

-| Possible_DispatchDeviceControl @  e—p 3 DispatchDeviceControl Address
- DriverEntry

] Driver type detected: WDM » 4. Driver Type
] Searching for IOCTLs found by IDA...
]
]

Unable to automatically find any IOCTLs
Analysis Completed!

— ey —

Driver Buddy / Plugin 2F&sf WDM E210|H 244 A&

STEP 01
WDM E2}o|H
=M AIZ}

STEP 02

Device =
2 2ol

STEP 03

QX F24 ofet

STEP 04
IOCTL E|O| = &E

STEP 05
C|ADHX| SEI
X|oFX HA
10 -




STEP 01

2t Analyze Process

WDM E2}o|H

2 Al

STEP 02

e WinObj - Sysinternals: www.sysinternals.com (Administrator)

STEP 02

Device =
Ha el

File Edit Find View Options Help

C O] L qukrnd: P seard
W

= Name Type
Archisme §=10000002¢ Device
$ Zﬁi:’momms §=100000006 Device o STF:F: ?3 or
i R 24 T
pr— WinRing0_1_2 0 Device
¥ DriverStore bor Cv ' Device Object Load £¢! Dev?ce
1 FileSystem 6= Video1 Device
GLOBAL?? =3 NXTIPSEC Device STEP 04
-7 KemnelObjects §x)KsecDD Device
KnownDlls 6= NTPNP_PCI0042 Device IOCTL E'||O|§ Jﬁ!té
KnownDlIs32 §=3NTPNP_PCI0014 Device
NLS =3 0000003¢ Device
ObjectTypes §=3 00000016 Device
RPC Control §=1 00000002 Device STEP Oll'
Security 623 DeviceApi Device
* Sessions 6= vmmemctl Device EIﬁI[HXI -?—El_l =1
UMDFCommunicationPorts 6§22 SrpDevice Device *IOFI'l = Aq
+-20 Windows 6= Video2 Device TIAo T
e > 8~ 100% 4@ % Device

WinObj= \Device == 8 7ts GHE =0l

34




2t Analyze Process STEP 01
WDM E2}0|H

STEP O3 2 AR

823 WinRing0_1_2_0 Properties ? STEP 02
Details =22 Device £ E

18 S= ALK 0| E(G): 113
= Ab I£(G) IIdL%!-?_I

Utk AL R}

82 SYSTEM
82 Administrators (DESKTOP-2GOV3MM#Administrators) STE P 03

SH M2y me}

vac-ryoneQ‘ AHE ATHP) 58 ) ST E P 04

I0CTL Efo]

Delete

EX A Read & Write #

-

STEP 04
C|ATHX] SEI 5
X|okx 2
10 -

=5l DeviceName -> &5 &2 7ts o= oot




2t Analyze Process

STEP 04

deanbi o o Device Name ¢!
w V&S \J S L. - )
RtlInltUnlcodeStrlng(&
esult = IoCreateDev1ce( ~r3:"
if ( result >= 9)
{ DispatchDeviceControl &% 29l

dwor‘d 140003110 = O;
riverObject->MajorFunction[@]

7 (PDRIVER_DISPATCH)DispatchDeviceControl;
ct->MajorFunction[2] (PDRIVER DISPATCH)DispatchDeviceControl;
ject->MajorFunction[14] = (PDRIVER DISPATCH)DispatchDeviceControl;

ecL-sbriveronioad (PORLVER UNLOAD)SUD 140001424,

IDA, FLOSS, strings S22 IOCTL H|0]2 AlH

STEP 01

WDM E2}o|H
2M Azt

STEP 02

Device =&
M2 =ol

STEP 03

QX F24 ofet

STEP 04
IOCTL Ej|O|E AlH

STEP 05
ClADYX] =EI S
X|okx 2
10 -




STEP 01

WDM E2}o|H
2M Azt

t Analyze Process

STEP 05

STEP 02
Device E

goto LABEL_24;
case 0x9C402004:
*(_DWORD *)Irp->AssociatedIrp.SystemBuffer = dword_140003110;

LABEL_24: Aty
*(_QWORD *)p_Information = 4;

LABEL_64:
V5 = 0;

STEP 03

A ZH2d o

break;
[case oxocaezesa:] IOCTL AE =l
vll = sub_140001468(

(unsigned int *)Irp->AssociatedIrp.SystemBuffer,

CurrentStacklLocation->Parameters.DeviceloControl.InputBufferLength,

(unsigned _ inté64 )‘r»->AssociatedIrp SystemBuffer,

CurrentStackLoc n->Parameters.DeviceIoControl.OutputBufferLength, STEP Olll
iﬂ:urwatixﬁ);

IOCTL H|O|= A&

oto LABEL_58;
[case exocae2e8s:]

vll = sub_14000149C(

lltb4 p->AssociatedIrp.SystemBuffer
( rr ) kLocation- >Pararpneter Dev1ceIc’>Contr'ol InputBufferLength, STEP 05
( 1ntn4) I :‘~—>Assoc1atedIr‘p SystemBuffer, EILnlI*I =E| al
CurrentStacklLocation->Parameters.DeviceloControl.OutputBufferLength, - Te= X
ﬁifﬂ{TV”:Ii‘ﬁ); qsrg;ig %E!s!

goto LABEL_58;
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2t Analyze Process

STEP 06

6: kd> pt

Breakpoint 1 hit| e H3|0|3 ZQIE MM

HEVD!TriggerBufferOverflowStack+oxca:
fffffsea abf1667e e83dabf7ff
6: kd> pt

call

HEVD ! memcpy

ffffb78a’
ffffb78a’
ffffb78a’
ffffb78a’
ffffb78a’
ffffb78a’
ffffb78a’
ffffb78a’
4: kd> g

a8dff748
a8dff758
agsdff768
as8dff778
as8dff788
a8dff798
a8dff7as
a8dff7bs

c3

ret

HEVD! TriggerfBufferOoverflowStack+0x10b:| ee——— I QHZFZS &
fffffgea abfieebf
4: kd> dq rsp

(fffffsea abe911co)

41414141
41414141°
41414141
41414141°
41414141
41414141
41414141
41414141°

41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141

41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141

41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141

W 22| 2o[orR =l

IHEVD!TFigg
tfftfg8ea abfieebf c3

Access violation - code c0000005 (!!! second chance !!!)
erBufferOvertlowStack+0x10b: |

STEP 01
WDM EZ2}0|H

2 Al

STEP 02

Device =&
2 2ol

STEP 03

A ZH2d o

STEP 04
IOCTL H|O|= A&

STEP 05
ClATHX] =EI 8
X|okX HLM

10 -

STEP 06

S5 &% 9 2y
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Target Vender 3307}
S/W 40071 Driver 8087}

|

"o] QR 210] Koy, o)A Heloll e "

-
.
< L0
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Read/Write

LPE 207}

o
-

Arbitrary
Write
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1. MSR Read/

v5 =] __readmsr(*SystemBuffer);
*SystemBuTter 1 = ((unsigned _ int64)HIDWORD(v5) << 32) | (unsigned int)vs5;

*ab = 83
return 0;

< MSR 2| X|AEE Read o}0{ Kernel base T4 £ leak 7l >

writemsr(*( _DWORD *)SystemBuffer, *(_QWORD *)(SystemBuffer + 4));

ab = 0;
return ©;

C LSTAR |X]AE{(SystemCall)0j| &5}= 22 Write ol0{ ROP Chain 14 7} >
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2. Arbitrary W

if ( IoControlCode ==
{

Ox8200E810 )

SystemBuffer = IRP->AssociatedIrp.SystemBuffer;
SystemBuffer_value = *(_QWORD *)SystemBuffer;
vl4 = KeAcquireSpinLockRaiseToDpc(&SpinLock);

if ( SystemBuffer_value )

HIDWORD(DeviceExtension[10].Header.WaitListHead.Flink) =

{
if ( SystemBuffer[2] != (unsigned int)Check Value(( int64)&dword FFFFF8020CF74058) )
{
v5 = 0xC00RR9C;
goto LABEL_32;
s
*(_DWORD *)(SystemBuffer value + ©x18) = Increment_Value(( inte4)&dword FFFFF8020CF74058);
}

2t AL A7} o o~

(

A= SystemBuffer_value + Ox182 XQIE{Z Al25}0]

)

*

Increment_Value 82| Return Z}S &t

C

*6}:J§E‘)"DI91EE

20 2| 2k MI| It

)
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3-1. CreateFile

<{alse NTSTATUS _ fastcall ZwWriteFileHandler(__int64 SystemBuffer)
SystemBuffer_value_plusl@ = SystemBuffer[4]; {
CreateDisposition = 3; ULONG_PTR Infor‘mation; // rbx
if ( SystemBuffer_value_plusl® == 1 ) NTSTATUS result; // eax
CreateDisposition = 2; struct _IO_STATUS_BLOCK v4; // [rsp+50h] [rbp-18h] BYREF
if ( SystemBuffer_value_plusl® == 2 )
CreateDisposition = @; Inf +1 iy
if ( SystemBuffer_value_plusl® == 3 ) n O;.‘?a lgnw;it;File(
CreateDisposition = 1; rest Lo
if ( SystemBuffer_value_plusl® == 4 ) *(HANDLE *)(SystemBuffer + 0x18),
CreateDisposition = 3; 0,
v8 =|ZwCreateFile( 0,
&FileHandle, )
SystemBuffer[2] | ©x100000, &:/4
&0ObjectAttributes o
&Iogtatusmock, ’ *(PVOID *)(SystemBuffer + 0x20),
o, *(_DWORD *)(SystemBuffer + ©x28),
SystemBuffer[5], 0,
SystemBuffer[3], 9);
CreateDisposition, if ( result >= 0 y
gxzeu, Information = v4.Information;
933 *(_QWORD *)(SystemBuffer + @x30) = Information;
} return result;

ZwCreateFile 4 Ed}| o|O0| =xjjs}= mje| sHE SI=

ZwWriteFile & +E Sdll 2M Payload £ 7=
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3-2. CreateFile

T i w6 ==

FileW

0x1000 )

CreateFilel(
(LPCWSTR) (input + 8),
*(_DWORD *)(input + ©x1048),
*(_DWORD *)(input + ©x104C),
o,
*(_DWORD *)(input + ©x1050),
*(_DWORD *)(input + @x1054),

9);

LastError = GetLastError();

*((_QWORD *)&Buffer[©] + 1)

NLABEL_45:

FileW;

LODWORD(Buffer[@]) = LastError;

LABEL_46:

NumberOfBytesWritten[@] = ©;
p_TokenHandle = NumberOfBytesWritten;
goto LABEL_14;

¥

case 0x1005u:
v51 = j__malloc_base(*(unsigned int *)(input + 16));
NumberOfBytesWritten[@] = ©;

{
v52 = *(_DWORD *)(input + 16);
if ( NumberOfBytesWritten[@] == v52 )

)
LODWORD(1pdwDisposition) =

if ( ReadFile(a3, v51, *(_DWORD *)(input + 16), NumberOfBytesWritten, @) )

DWORD2 (Buffer[0]) =|WriteFile(*(HANDLE *)(input + 8), v51, V52,

(LPDWORD)&1pdwDisposition, 0)f

HIDWORD(Buffer[@]) = (_DWORD)lpdwDisposition;

¥
}

free(vsl);

LODWORD(Buffer[@]) = GetLastError();
LODWORD(TokenHandle) =

p_TokenHandle = (DWORD *)&TokenHandle;
goto LABEL_14;

CreateFile 42 E4|| 0|0] =xli5t= milo| SHE =l

C WriteFile &+E Edll 2fd Payload £ 7I= )
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4-1. Registrey

- Driv

__inte4
{
ACCESS_MASK SystemBuffer_value_plus8; // edx
void **SystemBuffer_value_plus48; // rcx
struct _UNICODE_STRING UnicodeString; // [rsp+20h] [rbp-48h] BYREF
struct _OBJECT_ATTRIBUTES ObjectAttributes; // [rsp+30h] [rbp-38h] BYREF

__fastcall ZwOpenKeyHandler(__int64 SystemBuffer)

Select_path(*(_QWORD *)SystemBuffer, *(const char **)(SystemBuffer + @x1
SystemBuffer_value_plus8 = *(_DWORD *)(SystemBuffer + 8);

ObjectAttributes.RootDirectory = 0;
ObjectAttributes.SecurityDescriptor

0;

0), &UnicodeString);

ObjectAttributes.SecurityQualityOfService = 0;
SystemBuffer_value_plus48 = *(void ***)(SystemBuffer + 3 — ~ T
O)E;jectAttr‘ibates.L;rr‘;gth = 48;( o - < ZWOpenKey Cél' % H EI“IIAEEI ?ﬂE %!5
ObjectAttributes.Attributes = 64;
ObjectAttributes.ObjectName = &UnicodeString;
*(_DWORD *)(SystemBuffer + ©x58) =[ZwOpenKey(SystemBuffer_value_plus48, SystemBuffer_value_plus8, &ObjectAttributes)ﬂ
RtlFreeUnicodeString(&UnicodeString);
return *(unsigned int *)(SystemBuffer + ©x58);
else
{
Data = *(PWSTR *)(SystemBuffer + 0x28);
DataSize = **(_DWORD **)(SystemBuffer + 0x30);
}
*(_DWORD *)(SystemBuffer + @x58) =| ZwSetValueKey(
*(HANDLE *)SystemBuffer,
. &Destination,
ZwSetValueKey &+E SEdf| Y X|AEZ| HE e,
**(_DWORD **)(SystemBuffer + 0x20),
Data,
DataSize);
- - e ——————————
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4-2. Registrey

{
if ( v83 == HKEY_CURRENT_USER )

v83 = (HKEY)TlsGetValue(*( DWORD *)(al + 144));
v84 =|RegOpenKeyExW(
v83,
v82,
*(_DWORD *)(input + 4176),
*(_DWORD *)(input + 4180),

(PHKEY)NumberOfBytesWritten); ( Reg()penKeyExW '6='!' % H E-“Xl)kE.‘-_l_l H% i% >
}

LODWORD(Buffer[@]) = GetLastError();

DWORD2(Buffer[@]) = v84;

J*(_QWORD *)&Buffer[1] = *(_QWORD *)NumberOfBytesWritten;
LODWORD(TokenHandle) =

p_TokenHandle = (DWORD *)&TokenHandle;

goto LABEL_14;

if ( v169 == HKEY_CURRENT_USER )

v169 = (HKEY)TlsGetValue(*(_DWORD *)(al + 144));
InfoKeyA =[RegSetValueEXxA(
v169,

v168,
( RegSetValueExA &+E Sdll H|X|AE2| HXE ) 0,

*(_DWORD *)(input + 2096),
(const BYTE *)(input + 2100),
*(_DWORD *)(input + 34868));

}
goto LABEL_164;
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5. Create Servi

Servicel = CreateServ1cew!

LODWORD(Buffer[@]) = GetLastError();
*((_QWORD *)&Buffer[@] + 1) = Servicel;
LODWORD(Buffer[1]) = NumberOfBytesWritten[0];
LODWORD(TokenHandle) = ©;

p_TokenHandle = (DWORD *)&TokenHandle;

goto LABEL 14,

*(SC_HANDLE *)(input + 8),
v227,
v228,
*(_DWORD *)(input
*(_DWORD *)(input
*(_DWORD *)(input
*(_DWORD *)(input
v229,
v230,

9x2090),
0x2094),
0x2098),
0x209C),

+ + + +

NumberOfBytesWritten,
v231,
v232,

lpPassword);

case 0x1040u:
FileAttributesW
goto LABEL_93;

StartServiceW(*(SC_HANDLE *)(input + 8), 0, 0);
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6. Service Hijac -N

case 0x103Du:
v219 = (const WCHAR *)(input + 16);
if ( !'*(_WORD *)(input + 16) )
v219 = 9;
=]OpenServiceW(*(SC_HANDLE *)(input + 8), v219, *(_DWORD *)(input + 4176));

olo| MH|AC| BinaryPathE 2t Ml 2 tHx COE T a—

*(SC_HANDLE *)(input + 8),
*(_DWORD *)(input + 16),
*(_DWORD *)(input + 20),
*(_DWORD *)(input + 24),
v220,

v221;

NumberOfBytesWritten,

v222;

v223,

v224,

v225);

LODWORD(Buffer[@]) = GetLastError();
*((_QWORD *)&Buffer[@] + 1) = _ PAIR64__ (NumberOfBytesWritten[@], v226);
LODWORD(TokenHandle) =

p_TokenHandle = (DWORD *)&TokenHandle;

goto LABEL_14;
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7. SetNamedSe¢

case 0x1061lu:
sub_7FF652C33430(al, (WCHAR *)(input + 8));
v238 =[SetNamedSecurityIntoW(
(LPWSTR) (input + 8),
*(SE_OBJECT_TYPE *)(input + ©x1048),
*(_DWORD *)(input + ©x1e4C),

9);

sub_7FF652C33430(al, (WCHAR *)(input + 8));
v239 = GetLastError();

DWORD2(Buffer[@]) = v238;
LODWORD(Buffer[@]) = v239;
LODWORD(TokenHandle) = 0;

p_TokenHandle = (DWORD *)&TokenHandle;

goto LABEL_14;

case 0x1062u:
v20 = 0-

< olo| mlo| Hot MM xxts510f NULL DACLE H=E >
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CWE-269

CWE-732

CWE-281

CWE-123

CWE-306

CWE-427

Improper Privilege Management

Incorrect Permission Assignment for Critical Resource

Improper Preservation of Permissions

Write-what-where Condition

Missing Authentication for Critical Function

Uncontrolled Search Path Element
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B 22| XL Windows PowerShell X | A

[0x000000000C0POODF] IOCTL success!
[0x00000000000000EQ] IOCTL success!
[0x00000000000POAEL] IOCTL success!

ZERO DAY
INITIATIVE

[0x00000000000000E2] IOCTL success!
[0x00000000000000E3] IOCTL success!
[0x00000000000000EY] IOCTL success!
[0x00000000000000E5] IOCTL success!
[0x00000000000000E6] IOCTL success!
[0x00000000000000E7] IOCTL success!
[0x00000000000000E8] IOCTL success!
[0x000000000000OAE9] IOCTL success!
[0x00000000000000EA] IOCTL success!
[0x00000000000000EB] IOCTL success!
[0x000000000PEAEAEC] IOCTL success!
[0x00000000000000ED] IOCTL success! Microsoft Windows
[0x00000000000000EE] IOCTL success! : B 23H2(05 UE 22631.5335) CASE ASSIGNED
[@X@GO@QOO@@OQOO@EF] IOCTL success! © Microsoft Corporation. All rights reserved. 2025-06-30 11:09 GMT-6
[0x00000000000000FO] IOCTL success!

[0x00000000000000F1] IOCTL success! | Windows 11 Pro % M| 2 S AR} QIET0| AL 0], Chghela
[0x00000000000000F2] IOCTL success! 9 7|E Of 2 Li2tojAl AR U 28 =0|7Lt S2E X|F KjAtA0| o
[0x00000000000000F3] IOCTL success! 8 & ElL|C

[0x00000000000000F4] IOCTL success!

[0x00000000000000F5] IOCTL success!

[0x0000000000000OF6] IOCTL success!

[0x00000000000000F7] IOCTL success!

[0x00000000000000F8] IOCTL success!

[0x00000000000000F9] IOCTL success!

[0x00000000000000FA] IOCTL success!

[0x00000000000000FB] IOCTL success!

[0x00000000000000FC] IOCTL success!

[0x00000000000000FD] IOCTL success!

[0x00000000000000FE] IOCTL success!

[0x00000000000000FF] IOCTL success!

[+] PriviousMode Success

[+] Token OverlWrite...

[+] Repare PREVIOUSMODE. ..

Microsoft Windows [Version 10.0.22631.5335]

(c) Microsoft Corporation. ALl rights reserved.

CASE OPENED

.= WindOWS 11 2025-06-28 02:17 GMT-6

A case has been opened and added to the queue for review.

A case has been opened and added to the queue for review.

CASE INVESTIGATED
2025-07-02 12:04 GMT-6

This case has been investigated.

CASE CONTRACTED
2025-07-15 10:27 GMT-6

This case has been officially contracted to the ZDI.

CASE REVIEWED
2025-07-22 10:46 GMT-6

This case has been reviewed.

C:\Users\KMG\Desktop>whoami
nt authority\system

VENDOR DISCLOSURE

2025-07-22 17:55 GMT-6
The details of this case have been submitted to the vendor as[ZDI-CAN-27540.




el.7.

Thank you for listening!

Stop code

> @ > @
b ) &
o b4 <
X N
> > ¢
% 4
o
> ¢
> o
> ¢ -
o
b ® ¢
*ccccsee. L
YA b - IIIIIIlINuHﬂ. °
NG X s enaenat s
Do TTXLTLT
DAy S ALY
'lO'l b & - °9
'0000 s
*raoy 11
*4e0 s S3s
PR oS
o4l oo -
OOOOOLI ss
+4e 404 :
+444
+444 :
+444
+ 44
+4
) ¢
b ¢
) © ¢
000 ¢
000 ¢
0000«
0000«
80000«
00000 ¢
il Y
000000
e SLLLIIY
4 ' 200000 ¢
. ) 0000000 ¢
AT ) 900000
AL SLXXTXY
. 1200000

0000000
ALLAXYYY
AEXXT XYY
EAEEE XYY
EEE XXX NN
EEATTTYY
EERRXET TN




	슬라이드 1
	슬라이드 2
	슬라이드 3
	슬라이드 4
	슬라이드 5
	슬라이드 6
	슬라이드 7
	슬라이드 8
	슬라이드 9
	슬라이드 10
	슬라이드 11
	슬라이드 12
	슬라이드 13
	슬라이드 14
	슬라이드 15
	슬라이드 16
	슬라이드 17
	슬라이드 18
	슬라이드 19
	슬라이드 20
	슬라이드 21
	슬라이드 22
	슬라이드 23
	슬라이드 24
	슬라이드 25
	슬라이드 26
	슬라이드 27
	슬라이드 28
	슬라이드 29
	슬라이드 30
	슬라이드 31
	슬라이드 32
	슬라이드 33
	슬라이드 34
	슬라이드 35
	슬라이드 36
	슬라이드 37
	슬라이드 38
	슬라이드 39
	슬라이드 40
	슬라이드 41
	슬라이드 42
	슬라이드 43
	슬라이드 44
	슬라이드 45
	슬라이드 46
	슬라이드 47
	슬라이드 48
	슬라이드 49
	슬라이드 50
	슬라이드 51
	슬라이드 52
	슬라이드 53
	슬라이드 54

